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The AccessList Manager is a GUI (Graphical User Interface) tool to help manage and select vendor login information. Vendor would be service such as buy online, membership group, investment, bill pay, video conferencing, camera surveillance, etc. This tool manages the list of user login IDs and passwords. The management would be adding new vendors or modifying the current vendor information. It can also have additional information such as web site URL (Uniform Resource Locator), secondary passwords, and notes pertaining to the selected site. 
To assure the best possible security with the critical and private information, the list is encrypted with user owner defined key. When the user launches the management tool, the user is required to enter the user defined encryption key. This management tool also has a shredder app. When the user is done and closes the management program, it will shred the decrypted list file. 
This document supports the usage and features of this tool. WSS does not guarantee high security since users can pass the list with the key to someone, use a weak encryption key, or the system may be compromised by a virus. It is also assumed that the user will have some working knowledge of a spreadsheet to enter access information, save the file as a spreadsheet, and save it as a comma separator value (CSV).
[bookmark: _Toc365904521]To Get Started
This section describes the tool and layout of the AccessLlist GUI program.  
[bookmark: _Toc365904522]Requirements
A plain text editor such as Notepad can be used but it is advisable to use some kind of spreadsheet program, such as MS Excel. There are other choices including free version such as Open Office and Libre Office. The big requirement is that the program must be able to save the information in a Comma Separated Value (CSV) file type. When you decrypt the file, the password list file can be edited in spreadsheet or text editor. If the text editor is used, the user must manage the commas to separate the fields of information. When done editing, the list file must be reloaded into the program using its AccessList program reload menu.
[bookmark: _Toc365904523][bookmark: _Toc161581086][bookmark: _Toc165007272][bookmark: _Toc165007778][bookmark: _Toc345911420]Download
[bookmark: _Toc161581090][bookmark: _Toc165007276][bookmark: _Toc165007782][bookmark: _Toc221163032][bookmark: _Toc238393708][bookmark: _Toc255391128][bookmark: _Toc281292578][bookmark: _Toc244776910][bookmark: _Toc250010017][bookmark: _Toc250010085][bookmark: _Toc253657165][bookmark: _Toc256342874][bookmark: _Toc262551215][bookmark: _Toc262551514]The program can be downloaded from  www.workspacesolution.com in the Tools group at the bottom of the home page as the AccessListManager.zip file. This file is searchable within www.workspacesolution.com. After downloading the zip file, unzip the file into working directory. Consider creating a directory named something like – AccessListManager. The zip file contains:
1. The Access List GUI program (32-bit and 64-bit versions)
2. A sample formatted starter spreadsheet file with column headings
3. A zipped encrypted file
4. A 7-ZipPortable folder
5. DP_Shredder.exe

DO NOT separate the items in the folder. When the AccessList is launched, it knows where to find the list and support files.
[bookmark: _Toc365904524][bookmark: _Toc345911430]Initial Setup
Below are the steps to get started.
1. Unzip the AccessList Manager zip file into any target folder on your system. The interesting part about this program, it can be put and run from a thumb drive or external hard drive.
2. Open the AccessList.csv file with a spreadsheet program like Excel and remove the sample data. DO NOT remove the column header row (Groups, Vendor, ID, Password, Account #, Sites, and Notes). Begin populating each row with your information. 


	Groups
	Vendors
	ID
	Password
	Account #
	Sites
	Notes

	Office
	Server
	Admin
	Server#One
	
	Home Office
	192.168.200.10

	Office
	Workstation1
	wk1
	StationOne
	
	Home Office
	

	Office
	Workstation2
	wk2
	StationTwo
	
	Home Office
	

	Services
	MSN
	Guessit
	knowit
	
	www.msn.com
	Goes to www.live.com

	Services
	ABC
	Seeit
	 overthere
	
	www.abc.com
	Not real. Just for demo

	Registration
	Library
	12345678j9
	mybooks
	ab1234
	www.lib.org/member
	

	Registration
	Legion
	3847566
	nine2five
	xyz2nine
	
	

	Registration
	toolbox
	nobody@sp.com
	5551212
	agh45
	
	someplace not found

	Online shop
	Office Depot
	VP
	mypwd
	7372912
	www.officedepot.com 
	Everybody goes there

	Online shop
	nomoredeals
	Gooddeals
	mypwd
	nothing
	
	

	Online shop
	ebay
	Email
	guess
	not tell you
	www.ebay.com
	great deals

	Bank
	West Bank
	Email
	password
	
	www.bankwest.com
	demo only

	Bank
	NorthBank
	Northbranch
	password
	33343434
	www.banknorth.com
	demo only

	Bank
	South Card
	Admin
	password
	
	www.bank.com
	demo

	Personal
	abc
	nugame1995
	mypwd
	
	www.bankofamerica.com
	

	Personal
	bcd
	Admin
	mypwd
	
	
	

	Personal
	TV
	Admin
	mypwd
	
	www.tv.com
	



3. After populating the spreadsheet with your information, save it the file as a CSV (Comma Separated Values) file type. Initially, the first time use this file, it is not encrypted.
4. To encrypt this CSV file, run the ALManager_x64.exe (if you have a 32 bit Window operating system, run ALManager_x86.exe) to get the Access Interface Manager UI shown in Figure 1 below. The access data information should be loaded with your information. 

Figure 1 – Access List Manager UI

5. Click on the Save button to get the UI to enter a new encryption key shown in Fig 2 below. Enter your desired encryption key twice. 
WARNING:	DO NOT lose your key. You will not be able to open your list without it. 



Figure 2 – New Encryption Key UI

6. Click the ‘Done’ button.to get back to the AccessList manager window. If the key entries were incorrectly entered, you will be prompted with the error message to try again.
7. When done, you should be back to your main manager window without any error messages such mismatched key entries. Begin using the program or close it with the ‘Done’ button or the standard Windows ‘X’ button at the top right corner of the Access List Manager window. The decrypted list file will be shredded with the shredder tool shown in Figure 3 shown below.


Figure 3 – Shredder UI


[bookmark: _Toc365904525]
To Use
The use is pretty much straight forward. Simply follow the steps below:
1. Launch the ALManager program from the AcessList working folder to get the UI shown in Figure 1 above. Again, there two versions: ALManager_x86.exe (32-bits) and ALManager_x64.exe (64-bit). Most computers are now 64-bits.
2. An Encryption Key Required window (Figure 4 below) will pop up requesting you to enter your encryption key. Once the correct key is entered, the UI shown in Figure 1 will be displayed with your access data information.



Figure 4 – Encryption Key Required UI
3. Select the desired Group, then a vendor. The Access Information on the right side of the interface UI will display requested access information.
4. To edit the Access Information group on the right side of the Access Interface Manager;
a. Select a Group item and a Vendor item
b. Make the desire changes in the Access Information area. 
c. Click on the ‘Save’ button. An Encryption Key Control message will prompt the user to use same encryption key. ‘Yes’ button will save the changes with the same encryption key. ‘No’ button will prompt the user to enter a new encryption key shown in Figure 2 above.
5. To enter a new group:
a. Select the location where to enter the new group. The new group name will be entered below that selection.
b. Click on the ‘Add’ menu then select ‘Group’ sub menu item to get the Add Group and Vendor UI in figure 5 below.



Figure 5 – Add Group and Vendor UI

c. Enter the desired group and vendor names. This program will check for duplicate names. Figure 6 below shows this message if there are duplicate names. If this message pops up, click ‘OK’, try again or cancel the addition. 


Figure 6 – Vendor Name Check Message UI
d. If the addition is successful, there will be one vendor for that group. More vendors can be added to that group when ready.
6. To enter a new vendor to a selected group:
a. Select the group then the desired location where to enter the new vendor. The new vendor name will be entered below that selection.
b. Click on the ‘Add’ menu then select ‘Vendor’ sub menu item to get the Add Group and Vendor UI in Figure 7 below. Note that the group name entry box will be grayed out now allowing name change.



Figure 7 – Add Vendor UI
c. Enter the desired vendor name. This program will check for duplicate name. Figure 6 above shows this message if there is a duplicate vendor name. If this message pops up, click ‘OK’, try again or cancel the addition. 
d. If the addition is successful, the new vendor name will show up in the vendor listbox. 
7. The decrypted list file can be edited directly. To edit the list,
a. Make sure the Access Interface Manager program is running. With the program running, the access list file will be decrypted and readable.
b. Click on the ‘Files’ menu then select ‘Open’ sub menu item to get the open file window shown in Figure 8 below.



Figure 8 – Open File Window UI
c. Select the AccessList file name the click ‘Open’ button to get the editor with the access list information shown in Figure 9 below.



Figure 9 – Editor UI
d. Make the desired changes. If you add a new line, make sure the commas are inserted between fields of information. Otherwise, that information will be presented in the manager UI incorrectly. If desired, a line can be deleted but make sure there are no empty lines. Note the lines with commas only. They can be ignored. This is done by the spreadsheet program when you save the data in CSV file type.
e. Click on the ‘Files’ menu, then select ‘Reload’ sub menu item to get the reload the access list inform. If this is NOT DONE, you will not see the changes. 
f. Click the ‘Save’ button to get the Encryption Key Control message. 
i. [bookmark: _GoBack]Click the ‘Yes” button to save with the same encryption key you launched the Access List manager program with. 
ii. Click the ‘No’ button get the Encryption Key window shown in Figure 2 above.
g. If ‘No’ button was clicked then enter the desire key. 

WARNING:	DO NOT lose your key. You will not be able to open your list without it. 
8. When done, close the program with the ‘Done’ button or the standard Windows ‘X’ at the top right corner. The shredder UI will pop up to shred the decrypted access list file. A message box will briefly pop up reporting to you that the decrypted access list file has been successfully shredded.  

0. [bookmark: _Toc320042007][bookmark: _Toc344878938][bookmark: _Toc345911439]
image1.jpeg
@ Access Interface Manager

Eies Add Help

Access nfomation
fem#
1

Groups Vendors

UserlD

adnin

Password
ServerfOne.

Aocount Info

ste
Home Offce.

Notes
Domain - 192.168.200.10





image2.jpeg
Inpustkey again

. el
@ Enter Encryption key

Input ey ]





image3.jpeg
DPShredder 1.4 from Dirk Pachl

Destioy fle o di
Flease specily the e ot diectory o destioy

FR——— oL

I~ Sient

™ Quickshred el

Ovenwite dive free space
Selectthe dive which i o have is free space averiten:

EET g St

™ Silrt. [~ Shreddst fie lack (take a long time]

)

Founds:[T

[UsDoD 522022M E)3x | info

Fiose





image4.jpeg
@ Encryption Key Required

Please enter your key.





image5.jpeg
@ Add Group and Vendor

Goup Nameto Add

Goup Vendorto Add





image6.jpeg
Vendor Name Check . [

You entered a Group or Vendor name that already exit,
Please use a different Group and possible Vendor name.





image7.jpeg
@ Add Group and Vendor

Goup Nameto Add
[doingt

Goup Vendorto Add





image8.jpeg
lect Access List Table to edit.

W Conpiter » Removable Dk (GYIY) RAL YJBPRER)AccestEtly

Organize = Newfolder

~ [49 | search Accesstist

- 0 e

B Desktop -
1 Downloads

4 My Vaul Senvice:
% Recent Places

5 Libraries
3 Documents

J Music
& Pictures
H videos

8 Computer

File name:

Name

i 7-zipPortatle
@) Accesstit

Date modified Type Size

12/6/2013325PM  File folder

12/7/2013604PM  CSV File 2k





image9.jpeg
1) Accesslist - Notepad

Elle Edit Format View Help

[eroups , vendors, 1D, Password, Account #,5ites,Notes
of fice, server, adnin, serverfone, ,Home 'office,Domain - 192.168.200.10
office,workstationl wkl,stationdne, ,Home office,
office,workstation2 wk2,stationTwo, |Home office,
Services MSN, Guessit, backmeupscotty ,w. msn. com,Goes to ww. Tive. com
Services ,ABC, Seeit @bond2me! , ,vww. abC, com, Not real. Just for demo
Registration,Library,12345678]9, Jmybooks 361234 wn. 1ibcenter . org/menber ,
registration: Legion, 3847560, rinéz¥ive, xyzznine. s

Registration; toolbox, nobodyésp. com, 5551212, aghd 3, , someplace not found
niine shop,office Dego(,VPvmypwd,?}?ZQlZ,wm. of fcedepot. com ,Everybody goes there
online shop.nonor edeals, gooddeals mypud, nothing,
online shop.ebay,enail guess not tell you . cbiy. con,great deals
Bank,west Bank, email,password, ,ww. bankwest. com,denc only
Bank ,Northank , nor thbranch, password, 33343434, www. banknorth. com, demo only
Bank, South Card,admin,password, ,www. bank. con, demo
personal,abc, nugame1995, mypwd, ,wiw. bankofamerica. com,
personal ,bed, admin, mypwd, , ,
Personal TV, admin, mypwd, ,vww. tv. com,
tets,teest,Enter ID,Enter Password,Enter Acct Info,,
tets erere,Enter ID,Enter Password,Enter Acct Info,,
tets ererwérwrw,Enter In,Enter Password,Enter Acct info,,
tets Fff,Enter ip,Enter Password,Enter Acct Info,,





